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1. Introduction
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2. A Utility-Based Reputation Model
G"*( (#<8*$+:#(<%*@#( . 48*-*89?@.(#: %#748.8*$+)$:#- 8".8 .*)( .8 %#&*(8#%*+&

8"# %#748.8*$+ $; (#%0*<# 7%$0*:#%( @.(#: $+ 8"# (.8*(;.<8*$+ $; 4(#%(2

Definition 1 (Services, Issues and Expectations)
LetX = {x1, x2, . . . , xn} denote the set of services, with x ranging onX. Let
SP denote the set of services providers, with b ranging on SP , and function
S : SP → P(X) denoting the services provided by a service provider, where
P represents the power set operator. Let SC denote the set of users (service
consumers) of the system, with c ranging on SC .
Each service has associated issues of interest, denoted by set I , which users

are interested in monitoring; variable i ranges on I . Function IS represents
the set of issues of interest for a service: IS : X → P(I). Function Oc :
X × SP × I → R denotes the expectation of user c on the services he uses,
where R denotes the real numbers. Notation vb,c

x,i represent the expectation of
user c on issue i of service x supplied by provider b.

H$% *+(8.+<#C *+ <-.((*<.- (#%0*<#?$%*#+8#: .%<"*8#<84%#(C . 7$8#+8*.- *((4# $;
*+8#%#(8 <$4-: @# 8"# quality of service2 =+ 8"*( <.(#C 8"# 4(#% #Y7#<8.8*$+ >$4-:
@# 8"# service level agreementC 8"# ;$%).- +#&$8*.8#: .&%##)#+8 @#8>##+ . 4(#%
.+: "*( (#%0*<# 7%$0*:#%(2
\.(#: $+ "*( #Y7#<8.8*$+C . 4(#% <.+ :#0#-$7 . 48*-*89 ;4+<8*$+ >"*<" %#"#<8(

8"# (.8*(;.<8*$+ "# 7#%<#*0#( ;%$) <$+(4)*+& 8"# (#%0*<#2

Definition 2 (Utility Function)
Let U c,b

x,i (v) denote the utility that user c gets by obtaining the actual value
v ∈ R on issue i from service x of provider b. Utilities will be normalized and
scaled to [0, 1], getting the user a utility of 1 if provider b actually supplies with
the expected value vb,c

x,i for issue i from servicex. If the provider supplies a better
quality, the user gets the utility of 1. Therefore, we have Uc,b

x,i : R → [0, 1].

=; 8"# (#%0*<# ".( . :*%#<8 0.-4.8*$+ (<.-# ]*2#2 @*&&#% (477-*#: 0.-4#C @#88#% 8"#
(.8*(;.<8*$+ 8"# 4(#% &#8(^C #A4.8*$+ ][^ <.+ @# .+ #Y.)7-# $; . 48*-*89 ;4+<8*$+2

U c,b
x,i (v) =

{
1 v ≥ vb,c

x,i
v

vb,c
x,i

v < vb,c
x,i

][^

_# .((4)# 8".8 8"# =G *+;%.(8%4<84%# 7%$0*:#( . 8%4(8.@-# )$+*8$%*+& (#%0*<#
8".8 :#-*0#%( %#&4-.%-9 #0#+8( *+:*<.8*+& 8"# <4%%#+8 0.-4# $; 8"# *((4#( $; *+8#%#(8
;$% 8"$(# (#%0*<#( *+ #Y#<48*$+2 10#+8( .%# <.784%#: @9 8"# %#748.8*$+ #+&*+#
*+ $%:#% 8$ &#+#%.8# 8"# %#748.8*$+ 0.-4#( .8 :*;;#%#+8 -#0#-( ? *((4#C (#%0*<# $%
(#%0*<# 7%$0*:#%2
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Definition 3 (Events)
An event e = ( (c, b, x, i), t, v ) indicates that at time t the issue of interest i
for service x provided by b for user c has value v. The set of events E consists
of triples ( (SC × SP × X × I) × N × R ), where N and R stand for the
natural and real numbers respectively.

H$% #.<" #0#+8 %#7$%8#: @9 8"# )$+*8$%*+& (#%0*<#C ".0*+& 8"# 48*-*89 ;4+<8*$+
$; . <$+(4)#% cC $+# <.+ <$)748# 8"# *+(8.+8 48*-*89Uc,b

x,i (v)C *+:*<.8*+& 8"# .<84.-
(.8*(;.<8*$+ 8"# <$+(4)#% *( &#88*+& .8 8".8 )$)#+82 G"*( .--$>( 4( 8$ <.-<4-.8#
8"# %#748.8*$+ $; . (#%0*<# 7%$0*:#%2

Definition 4 (Reputation Function for Issues of Interest)
The reputation of a service provider b in relation to issue i of service x at time
t can be defined as follows:

Rb
x,i(t) =

∑
c∈SC

∑
((c,b,x,i),te,ve)∈E∧te≤tϕ(t, te) ∗ U c,b

x,i(ve)∑
c∈SC

∑
((c,b,x,i),te,ve)∈E∧te≤tϕ(t, te)

]Q^

whereϕ(t, te) is a time discount function which puts more importance on events
closer to present.

=8 *( >$%8" +$8*<*+& 8".8 8"# %#748.8*$+ )#.(4%# *+<$%7$%.8#( *+;$%).8*$+
(477-*#: @9 0.%*$4( 4(#%( >"$ <$+(4)#: 8"# (#%0*<# *+ 8"# 7.(82 6#748.8*$+
#A4.8*$+ ]Q^ *( *+(7*%#: @9 8"# .&&%#&.8*$+ 7%#(#+8#: *+ W`X2
/( *+ W`XC ># :#0#-$7#: 8"# %#748.8*$+ :#0*.8*$+ 8$ 7%$0*:# . !8+#(( )#.(4%#

;$% 8"# %#748.8*$+ 0.-4#2 G"# %#748.8*$+ :#0*.8*$+ ("$>( "$> )4<" 8"# %#74?
8.8*$+ 0.%*#( *+ 8*)#2 =+ <$+8%.(8 8$ W`XC *+ $4% )$:#-C 8"# -$>#% 8"# %#748.8*$+
:#0*.8*$+C 8"# @#88#% 8"# <$+!:#+<# $+# <.+ 748 $+ 8"# %#748.8*$+ 0.-4# Rb

x,i2

Definition 5 (Reputation Deviation for Issues of Interest)
The reputation deviation of a service provider b in relation to issue i of service
x at time t can be defined as follows:

DRb
x,i(t) =

∑
c∈SC

∑
((c,b,x,i),te,ve)∈E∧te≤tϕ(t, te) ∗

∣∣∣U c,b
x,i (ve) − Rb

x,i(t)
∣∣∣

∑
c∈SC

∑
((c,b,x,i),te,ve)∈E∧te≤tϕ(t, te)

]S^

\.(#: $+ .@$0# :#!+*8*$+(C ># <.+ :#%*0# 8"# %#748.8*$+ $; . (#%0*<# .( 8"#
.&&%#&.8*$+ $; 8"# %#748.8*$+( $+ 8"# *((4#( $; *+8#%#(8 $; (4<" (#%0*<#2

Definition 6 (Reputation and Reputation Deviation for a Service)
The reputation and reputation deviation for a service provider b in relation to
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service x at time t can be defined as follows:

Rb
x(t) =

∑
i∈IS(x) Rb

x,i(t)
#IS(x)

DRb
x(t) =

∑
i∈IS(x)

∣∣∣Rb
x,i(t) − Rb

x(t)
∣∣∣

#IS(x)
]P^

where # corresponds to the cardinality of a set.

3*B#>*(#C 8"# %#748.8*$+ $; . (#%0*<# 7%$0*:#% <.+ @# :#!+#: .( 8"# .&&%#&.?
8*$+ $; 8"# %#748.8*$+ $; 8"# (#%0*<#( *8 7%$0*:#(2

Definition 7 (ReputationandReputationDeviation for aServiceProvider)
The reputation and reputation deviation for a provider b in relation with all ser-
vices it delivers at time t can be defined as follows:

Rb(t) =

∑
x∈S(b) Rb

x(t)
#S(b)

DRb(t) =

∑
x∈S(b)

∣∣Rb
x(t) − Rb(t)

∣∣

#S(b)
]R^
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48*-*89 ;4+<8*$+( .+: 8"# $48<$)# $; 8"#(# :#<*(*$+( *( 8"# 7%*<*+& .((#(()#+8
;$% 8"# &%*: (#%0*<#(2 G"#%#;$%#C $+# <.+ -#.%+ 8"# *+8#%+.- 48*-*89 ;4+<8*$+( $;
8"# &%*: .&#+8( @9 $@(#%0*+& "$> 8"#9 7%*<# 8"# &%*: (#%0*<#(2 /( $4% &$.- *(
8$ B##7 $4% %#748.8*$+ )$:#- (*)7-#C ># :$ +$8 *+8#+: 8$ #+8#% 8"# (<$7# $;
.<<$4+8.@*-*89 *+ &%*:(2 G"#%#;$%#C *; 8"# 4(#% *( +$8 .@-# 8$ :#!+# "*( 48*-*89
;4+<8*$+(C 8"# %#748.8*$+ ).+.&#% >*-- (*)7-9 .(B 8"# 4(#% 8$ <".%.<8#%*b# "$>
*)7$%8.+8 *( 8"# %#.-*b.8*$+ $; 8"# #Y7#<8#: 0.-4#( ;$% . &*0#+ 8.(B2 \.(#: $+
8"*( %#(7$+(# ]>"*<" <.+ @# . :*(<%#8# $+#C *2#2 0#%9 *)7$%8.+8C :$+V8 B+$>C
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3. Evaluation of the Reputation Model
,$)# (*)4-.8*$+( >#%# 7#%;$%)#: *+ $%:#% 8$ 0.-*:.8# 8"# *+8#+:#: 7%$7#%8*#(

$; $4% %#748.8*$+ )$:#-2

3.1 Initial Experiments
=+*8*.--9C ># <$+(*:#% 8"# (*)7-*(8*< .77%$.<" *+ >"*<" . %#($4%<# 7%$0*:#%

(477-*#( $+# (#%0*<# M(8$%.&#M .+: 8"# (#%0*<# ".( $+# *((4# $; *+8#%#(8 M(8$%.&#
<.7.<*89M2 G"# 4(#% #Y7#<8.8*$+ ;$% (8$%.&# <.7.<*89 *( [OO!@C .+: 4(#( 8"#
(.)# 48*-*89 ;4+<8*$+ ]#A4.8*$+ ][^^ ;$% .-- "*( 8.(B( :4%*+& 8"# 8*)# $; 8"#
#Y7#%*)#+82
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Figure 2. 6#748.8*$+ >"#+ 8"#%# *( . :#<.9
*+ :#-*0#%9

G"# +#Y8 #Y7#%*)#+8 #)7".(*b#( 8"# 4(.&# $; %#748.8*$+ :#0*.8*$+2 _# <$+?
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