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Abstract Reputation systems have emerged as a method for fostering trust amongst strangers
in electronic transactions. In this paper we propose a utility-based model for
reputation tailored for service-oriented computing. In contrast to most other
reputation models that require direct feedback from users, our model build the
reputation from information provided by monitoring systems, making it suitable
for service-oriented settings such as Grids. Usefulness of the model is described
by showing how the efficiency of resource brokering in Grids can be improved
by using a reputation-based scheduler scheme.
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1. Introduction

Reputation systems have emerged as a method for fostering trust amongst
strangers in electronic transactions. A reputation system gathers, distributes,
and aggregates feedbacks about participants’ behaviour. The feedback is usu-
ally provided as a-posteriori operation requiring human intervention. One major
drawback is that users will try to misrepresent the obtained quality of services
in order to make more profit, or to lie or provide misleading ratings in order to
achieve some specific goals [5].

This way of building reputation is useful in semi-automatic contexts, such
as electronic marketplaces where users rate sellers, but it becomes a limita-
tion in fully automatic contexts. For instance, Grid computing focuses on the
development of a distributed service environment that integrates a variety of re-
sources with various quality of service capabilities in order to support scientific
and business problem solving environments. In a typical Grid scenario, mid-
dleware services like brokers select resources by obtaining basic information
about them from directory services; the type of information usually includes
functional and quality of service properties of the resource. The selection
process can be enriched by providing reputation information about resources.
However, in several Grid applications, resource usage is transparent to the end
user, making difficult to obtain a qualification.

This paper proposes a reputation model that overcomes above limitations
by using some basic assumptions considered valid in service-oriented architec-
tures, and Grids in particular, such as the existence of trustworthy monitoring
systems. A monitoring system provides information about services and the
actual service delivery. Instead of asking the user to provide the feedback after
having a transaction, we use monitoring information as a substitute to build the
direct reputation.

Our reputation model is based on ideas of utility computing. User feedback is
represented as a utility function which reflects the satisfaction a user perceives
from consuming a service. The user provides such a utility function before
committing to use a service either by building the utility function herself or
by selecting the function from a library of utility functions. The user’s utility
function will be then applied on the monitoring information in order to calculate
the reputation of the service.

Section 2 describes our proposed reputation model. Next, in section 3 we
show how the metrics of the model work by experimenting with various types
of service delivery, and describe a potential application of our reputation model
for improving resource brokering in Grids. Then, section 4 compares related
work. Finally, we conclude the paper in section 5 by summarising main results
and highlighting future work.
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2. A Utility-Based Reputation Model

This section describes a utility-based reputation model that aims at registering
the reputation of service providers based on the satisfaction of users.

DEFINITION 1 (Services, Issues and Expectations)

Let X = {x1,xa,...,x,} denote the set of services, with x ranging on X. Let
S P denote the set of services providers, with b ranging on SP, and function
S SP — P(X) denoting the services provided by a service provider, where
P represents the power set operator. Let SC' denote the set of users (service
consumers) of the system, with ¢ ranging on SC.

Each service has associated issues of interest, denoted by set I, which users
are interested in monitoring; variable i ranges on I. Function 1S represents
the set of issues of interest for a service: 1S : X — P(I). Function OF :
X X SP x I — Z denotes the expectation of user c on the services he uses,
where % denotes the real numbers. Notation vf;’ci represent the expectation of
user c on issue i of service x supplied by providér b.

For instance, in classical service-oriented architectures, a potential issue of
interest could be the quality of service. In this case, the user expectation would
be the service level agreement, the formal negotiated agreement between a user
and his service providers.

Based on his expectation, a user can develop a utility function which reflects
the satisfaction he perceives from consuming the service.

DEerINITION 2 (Utility Function)

Let U;f(v) denote the utility that user c gets by obtaining the actual value
v € X on issue i from service x of provider b. Utilities will be normalized and
scaled to [0, 1], getting the user a utility of 1 if provider b actually supplies with
the expected value UZ’E for issue i from service x. Ifthe provider supplies a better

quality, the user gets the utility of 1. Therefore, we have U;’f % — [0,1].

If the service has a direct valuation scale (i.e. bigger supplied value, better the
satisfaction the user gets), equation (1) can be an example of a utility function.
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We assume that the IT infrastructure provides a trustable monitoring service
that delivers regularly events indicating the current value of the issues of interest
for those services in execution. Events are captured by the reputation engine
in order to generate the reputation values at different levels - issue, service or
service provider.
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DEFINITION 3 (Events)

An event e = ( (¢,b,xz,1), t, v ) indicates that at time t the issue of interest i
for service x provided by b for user c has value v. The set of events E consists
of triples ( (SC x SP x X X I) x N X R ), where N and X stand for the
natural and real numbers respectively.

For each event reported by the monitoring service, having the utility function
of aconsumer ¢, one can compute the instant utility U, f (v), indicating the actual
satisfaction the consumer is getting at that moment. This allows us to calculate
the reputation of a service provider.

DEFINITION 4 (Reputation Function for Issues of Interest)
The reputation of a service provider b in relation to issue i of service x at time
t can be defined as follows:

b
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where p(t, te) is a time discount function which puts more importance on events
closer to present.

It is worth noticing that the reputation measure incorporates information
supplied by various users who consumed the service in the past. Reputation
equation (2) is inspired by the aggregation presented in [9].

Asin [9], we developed the reputation deviation to provide a fitness measure
for the reputation value. The reputation deviation shows how much the repu-
tation varies in time. In contrast to [9], in our model, the lower the reputation
deviation, the better the confidence one can put on the reputation value }ﬁl

DEFINITION 5 (Reputation Deviation for Issues of Interest)
The reputation deviation of a service provider b in relation to issue 1 of service
x at time t can be defined as follows:

b
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Based on above definitions, we can derive the reputation of a service as the
aggregation of the reputations on the issues of interest of such service.

DEFINITION 6 (Reputation and Reputation Deviation for a Service)
The reputation and reputation deviation for a service provider b in relation to
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service x at time t can be defined as follows:

Yicrs() Boi(t)
#1S5(x)

where # corresponds to the cardinality of a set.
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Likewise, the reputation of a service provider can be defined as the aggrega-
tion of the reputation of the services it provides.

DEFINITION 7 (Reputation and Reputation Deviation for a Service Provider)
The reputation and reputation deviation for a provider b in relation with all ser-
vices it delivers at time t can be defined as follows:

> eesm) But) > res() |Ba(t) — R (1)]
#5(b) #5(b)

In our model we require a user to deliver the utility function for their tasks.
Can the user indeed formulate the utility function for his tasks? In [2], it is
acknowledged that finding the utility function of all grid actors is a difficult
task. In economic market approaches to the grid ([2, 1]), the emphasis is put
on producers and consumers which take decisions according with their internal
utility functions and the outcome of these decisions is the pricing assessment
for the grid services. Therefore, one can learn the internal utility functions of
the grid agents by observing how they price the grid services. As our goal is
to keep our reputation model simple, we do not intend to enter the scope of
accountability in grids. Therefore, if the user is not able to define his utility
functions, the reputation manager will simply ask the user to characterize how
important is the realization of the expected values for a given task. Based on
this response (which can be a discrete one, i.e. very important, don’t know,
not so important), the reputation manager can assign a utility function selected
from a template library.

R (t) = DRb(t) =

&)

3.  Evaluation of the Reputation Model

Some simulations were performed in order to validate the intended properties
of our reputation model.

3.1 Initial Experiments

Initially, we consider the simplistic approach in which a resource provider
supplies one service —storage— and the service has one issue of interest —storage
capacity—. The user expectation for storage capacity is 100Gb, and uses the
same utility function (equation (1)) for all his tasks during the time of the
experiment.
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Further, we assume that the provider delivers the service according with
some pre-established patterns. The reputation function for a issue of interest
(equation 2) requires a time discount function; following [3], the time discount
function is defined as ¢(t,t;) = e~ X", We took a time frame of 1000 time
units (tu) for our experiments, using A = 200. The reputation engine is set
up to compute the reputation values according with the formulas presented in
section 2 at every 20 time units.

The provider supplies a storage capacity uniformly distributed around the
expected value of 100Gb. We took a variation band of 20Gb, from 85-105.
Figure 1 shows how the reputation measure reflects this pattern of delivery for
the service and the issue. We can notice that after a short learning time frame,
the reputation stabilizes itself around some value. Next, we generated a harder
drop down in the delivery of the capacity issue at a provider site. Between time
units 200 and 300 the provider drops the supplied capacity with 20Gb. Figure
2 shows the results. We can notice that the reputation value immediately drops
after the the fall in delivery and it does not recover at the initially existing level
even at the end of the time frame.

Figure 1. Reputation when the issue is de-  Figure 2. Reputation when there is a decay
livered normally distributed around the ex- in delivery
pected value

The next experiment emphasizes the usage of reputation deviation. We con-
sider two providers: first provider supplying uniformly distributed values in a
variation band (line dotted with circles in Figure 3), and second provider sup-
plying normally distributed values with the same mean and a deviation being
half of the bandwidth selected for the first provider (line dotted with squares
in Figure 3). Let the variation band to be between 85 and 105. Analyzing the
upper diagram of figure 3, we can notice that reputation itself is not enough to
characterize which provider is more reputable. However, the reputation devia-
tion, as expected, is smaller (i.e. better) for the second provider, which makes
the difference between the providers. Based on the reputation deviation, one
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Figure 3. Reputation and reputation deviation in the case of different QoS deliveries

can decide which reputation value is more reliable and distinguish between the
above patterns of delivery.

3.2  Enhancing Resource Brokering with Reputation

Resource brokering is defined as the task of selecting and allocating the most
appropriate resource for a given job. Resource brokering is a wide research area
in grids and is not the scope of this paper to enter the full details of this problem.
Instead, we want only to point out that using reputation can be beneficial for the
effectiveness of the brokering process, compared with simplistic approaches
that use no intelligent technique to tackle this problem.

We performed our experiments using the SimGrid simulator [8], on which
we implemented the following reputation-based scheduling scheme: when
scheduling a job to a resource, the resource broker considers all available nodes
that fulfill all service requirements for that job; it then schedules the job to the
most reputable node. We implemented also a monitoring service that observes
the quality of the service delivery during the execution and reports events to a
reputation manager, following our reputation model.

In our experiments, we compared a simple brokering algorithm like round-
robin scheduling with our reputation-based scheme. Round-robin scheduling
has also been used as a base comparison in [2]. In the round-robin approach,
the broker immediately schedules a task that arrives in its queue to the next
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grid node that comes in the round-robin scheme. To measure the difficulty of
the brokering problem, load factor parameter was used [2]: load factor is light
if in a certain period of time the number of jobs submitted is small, and the
length of the jobs are short; otherwise the system load is heavy. We use the
same parameter for the = dimension of Figures 4 and 5. For our experiment,
we allow 20% of the nodes to produce random values uniformly distributed in
a variation band between 85 — 105% of the expected service value. We use
the time discount function defined previously, with A tuned to 200. In order to
keep low the memory of events related with an issue of a service provider, we
discard all events for which ¢(¢,t.) < 0.01

In the experiment we record two parameters: the fotal completion time for
the entire batch of jobs and the fotal welfare produced in the system by counting
all utilities acquired by the users for the submitted jobs. Figure 4 depicts the
total completion time for different loads of the system. We can notice that with
reputation-based scheduling, the total completion time is better with around
25%. This 25% gain in completion time can be very significant in the case of
high load factors.

uuuuuuuuuuuuuuuuuu

Figure 4. Completion time comparison Figure 5.  Total welfare produced per unit
of time comparison

Figure 5 compares the total welfare produced on the time unit. In the case
of the reputation-based scheduling, the efficiency of the system, measured as
the amount of welfare produced on a time unit, is higher. Regardless the load
of the system, the user feels more satisfied from consuming the services in the
utility-based scheduling. A good outcome is the fact that the amount of welfare
produced per unit of time stabilizes for high load of the system. Again, about
25% gain of welfare is recorded. For both cases, only 20% of nodes in the grid
violated the expectations with only maximum 15%, leading to an average of
only 3% violation of the expectations for the overall grid.
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4. Related Work

There are some previous models of reputation for Grids system. The GridEigen-
Trust model [7]integrates trust management as part of the QoS management
system. They consider both direct and indirect trust, acquired at the level of
grid entities and contexts (i.e. service delivery), after transaction execution.
PathTrust[6]proposed a reputation system for member selection in the forma-
tion phase of a virtual organization. When inviting members to join a VO,
the initiator selects only those members whose reputation is above a certain
threshold and probabilistically selects a member to be in the VO, as we did for
selecting node where to schedule some task. The reputation is built by aggregat-
ing positive and negative feedback the user submits after transaction execution.
These two approaches have the limitation on depending on the direct feedback
from users.

Reputation can be built based on the internal beliefs of the agents, as in the
subjective logic of [4]. In multi-agent research, techniques based on aggregating
over several sources of trust have been considered [3, 9]. REGRET model
[9]aggregates over the individual, social and ontological dimension in order to
obtain a reputation to be used on an electronic marketplace. They inspired us
with the aggregation metric for the reputation and with the reputation deviation.
But their model is based on impressions collected after the transaction, which
limits the applicability of the model to the grid. We distinguish from them
overcoming this limitation by asking the utility function of the user before the
transaction and by the usage of the trusted monitoring information. More, in
our approach, the reputation is aggregated considering the view of several users.

5. Conclusion

In this paper we have presented a reputation model based on ideas of utility
computing, tailored for service-oriented contexts. For each service, the user
defines issues of interest and expected values on such issues. The satisfaction
of the user on a service is measured by a utility function. Reputation of a
service issue is then built by comparing its expected value with the actual
value, delivered by a monitoring system. Reputation of a service is built as the
aggregation of the reputations of its issues. Likewise, reputation of a service
provider is built as the aggregation of the reputation of all services it delivers.
This robust and scalable way of calculating reputation does not depend on direct
feedback collected after the transaction. We have shown the usefulness of the
model in improving the efficacy of resource brokering in Grids when using a
reputation-based scheduling scheme.
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